
Module 10 – Memory Safety and TEE

(ECE 209) Secure and Advanced Computer Architecture

Nader Sehatbakhsh
Department of Electrical and Computer Engineering
University of California, Los Angeles

  

1



ECE 209 - Spring 24
Nader Sehatbakhsh <nsehat@ee.ucla.edu> 2

How do we enforce security in computers 
today?
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How do we enforce security in computers 
today?
1- “Principle of Least Privilege”
Users/Process should only have access to the data and resources 
needed to perform routine, authorized tasks.  
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How do we enforce security in computers 
today?
1- “Principle of Least Privilege”
Users/Process should only have access to the data and resources 
needed to perform routine, authorized tasks.  

➔ This leads to “privilege separation”. Typically, “user” and “root” 
level access. 
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How do we enforce security in computers 
today?
2- Isolation
A process cannot access (read or write) the memory content of 
any other process. 
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How do we enforce security in computers 
today?
3- Trusted Computing Base (TCB)
Trust something (e.g., hardware), build everything on top/around 
that. 

• Only need to verify the TCB. 
• Keep it simple and small so it can be easily(!) verified. 
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Does it work? 
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Types of Side-Channels
Digital/Microarchitectural

• cache
• memory
• u-arch
• TLB
…

Analog/Physical

• electromagnetic
• power
• temperature
• sound
…
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Is there more?

● Side-channel attacks can read/leak information but can we 
WRITE?
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Memory Safety

● Changing contents stored in memory to gain advantage!

● We have already seen an example: 
○ physical attacks → rowhammer, (other physical/fault attacks)
○ but can we use other means?
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What can we do if we can modify memory?
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Memory Safety

● How to modify memory? Remember that we need to somehow 
bypass isolation!
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Invalid Dereferencing
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from SoK: Eternal War in Memory, Laszlo Szekeres, Mathias Payer, Tao Wei, and Dawn Song In: Oakland ‘14
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What can happen?
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How to defend?

● Range of solutions
○ Finding and fixing the bug
○ Software solutions
○ Hardware solutions
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Hardware Support for Memory Safety

● Idea: include metadata and perform security checks at runtime
○ Spatial safety (bound information) 
○ Temporal safety (allocation/de-allocation information)
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Main Ideas

● Control-flow integrity (CFI) → check all transitions and allow 
only those that are valid.

● Two main questions:
○ How to find/know all the valid transitions? (why)
○ How to check and enforce this in runtime?   
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Main Ideas

● Control-flow integrity (CFI) → check all transitions and allow 
only those that are valid.

● Two main questions:
○ How to find/know all the valid transitions? (why)
○ How to check and enforce this in runtime?   
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Main Ideas

● Memory tagging → Augment every pointer with its tag. Only 
legal instructions can update the tag!
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Main Ideas

● Memory tagging → Augment every pointer with its tag. Only 
legal instructions can update the tag!

● Further expand this to every memory content → data, pointer, 
and code
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ARM PAC
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Challenges

● How to store tags? How to move them? How much is the 
slowdown?
 

● What MAC to use? What to do if they don’t match?

● Does this always work?
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Trusted Execution Environment
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TEE

● Why do we need them? 

1. Taking isolation to 
next level
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Why we need more isolation?

● Larger the code, harder to remove bugs.

● Side channels.

● Different vendors/designers which we don’t trust.

● More sharing.
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TEE

● Why do we need them? 

1. Taking isolation to 
next level

2. Remote computing
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From SGX Explained. 
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Why we need remote computing?

● We won’t trust software but hardware and cryptographic 
methods. 

● The trust issue is either due to bugs or just having a third-party 
and/or regulations.
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TEE Trust  Boundaries

From Building Open Trusted Execution Environments
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Options
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From CURE: A Security Architecture with
Customizable and Resilient Enclaves
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Options

36

From CURE: A Security Architecture with
Customizable and Resilient Enclaves
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Options
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From CURE: A Security Architecture with
Customizable and Resilient Enclaves
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● How to architect a TEE?
● We are focusing on Keystone. 
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Microarch

● How to architect a TEE?
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How to protect memory?
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What are the challenges?

● First, is this really secure?
○ Not really, there are still many side channel attacks because TEE is not 

truly isolated!
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What are the challenges?

● First, is this really secure?
○ Not really, there are still many side channel attacks because TEE is not 

truly isolated!

● Second, how to balance performance and security?
○ Challenges: true isolation reduces utilization, parallelism, etc.
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What are the challenges?

● First, is this really secure?
○ Not really, there are still many side channel attacks because TEE is not 

truly isolated!

● Second, how to balance performance and security?
○ Challenges: true isolation reduces utilization, parallelism, etc.

● Third, how to handle security for other components? 
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Summary

● In addition to hardware concerns, side channel, transient, and 
faults, computing systems are vulnerable to software attacks due 
to bugs in software.

● There are two main solutions for software vulnerabilities:
○ Either fix them using a plethora of solutions (hardware, software, etc.)
○ Or use TEEs to isolate the environment. 

■ TEEs have additional bonuses including remote computing and/or protection 
against faults, side-channel, and/or transient attacks. 
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End of Presentation

46



ECE 209 - Spring 24
Nader Sehatbakhsh <nsehat@ee.ucla.edu>

Acknowledgement

● This course is partly inspired by the following courses created 
by my colleagues: 
○ 6.888 MIT (Yan)
○ CS 598 UIUC (Fletcher) 
○ CS 7290 Georgia Tech (Kim)
○ ECE 752 Wisconsin (Lipasti)
○ ECE 7103A Georgia Tech (Qureshi)

47

mailto:nsehat@ee.ucla.edu

