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How do we enforce security in computers
today!

|- “Principle of Least Privilege”

Users/Process should only have access to the data and resources
needed to perform routine, authorized tasks.
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How do we enforce security in computers
today!

|- “Principle of Least Privilege”

Users/Process should only have access to the data and resources
needed to perform routine, authorized tasks.

=> This leads to “privilege separation”. Typically, “user” and “root”
level access.
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How do we enforce security in computers
today!
2- Isolation

A process cannot access (read or write) the memory content of
any other process.
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How do we enforce security in computers
today!

3- Trusted Computing Base (TCB)

Trust something (e.g., hardware), build everything on top/around
that.
* Only need to verify the TCB.

* Keep it simple and small so it can be easily(!) verified.
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Does it work?
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Types of Side-Channels
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Analog/Physical
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|s there more!?

® Side-channel attacks can read/leak information but can we
WRITE!?
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Memory Safety

e Changing contents stored in memory to gain advantage!

® We have already seen an example:
o physical attacks — rowhammer, (other physical/fault attacks)
O but can we use other means!
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What can we do if we can modify memory!?

UCLA Samueli ECE 209 - Spring 24
School of Engineering Nader Sehatbakhsh <nsehat@ee.ucla.edu>

11


mailto:nsehat@ee.ucla.edu

Memory Safety

e How to modify memory?! Remember that we need to somehow
bypass isolation!
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Invalid Dereferencing

Dangling pointer: free(foo);
(temporal) *foo = 23;

Out-of-bounds pointer: char fool[40];
(spatial) fool[42] = 23;

Violation iff: pointer is read, written, or freed

from SoK: Eternal War in Memory, Laszlo Szekeres, Mathias Payer, Tao Wei, and Dawn Song In: Oakland ‘|4
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Make a pointer

| go out of bounds

Make a pointer
become dangling

:’Y\:
2 v
Use pointer to Use pointer to
write (or free) read
I 9 |
De
¥ ! } v v
Modify a Modify code ... Modify a Modify a Output data
data pointer code pointer ... data variable ... variable
\ 4 v \ 4 A 4
... to the attacker .. to the address of ... to the attacker Interpret the
specified code shellcode/gadget specified value output data
¥ /\g ¥ :
Use pointer by Use pointer by Use corrl.thed data
indirect call/jump return instruction variable
[ ]
X
4 AV L 4
Execute available Execute injected
adgets/functions
L. Szekeres, M. Payer, T. Wei and gadgets/ shelleods
D. Song, "SoK: Eternal War in ¢ R
Memory,” S&P’2013 ! X ! v
Code corruption Control flow Data-only Information
attack hijack attack attack leak
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What can happen?

from SoK: Eternal War in Memory, Laszlo Szekeres, Mathias Payer, Tao Wei, and Dawn Song In: Oakland ‘14
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How to defend!?

e Range of solutions
o Finding and fixing the bug
o Software solutions
© Hardware solutions
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Hardware Support for Memory Safety

® |dea:include metadata and perform security checks at runtime
o Spatial safety (bound information)
o Temporal safety (allocation/de-allocation information)
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Make a pointer

| go out of bounds

Make a pointer
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Main ldeas

e Control-flow integrity (CFl) — check all transitions and allow
only those that are valid.

® Two main questions:
o How to find/know all the valid transitions? (why)
o0 How to check and enforce this in runtime?
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bool 1t(int x, int y) {
return x < y;
}

bool gt(int x, int y) {
return x > y,
L,

?ort2(int al], int b[], int len)

sort( a, len, 1t );
sort( b, len, gt );
}

sort(int x[], int len, fun ptr)
{
for (int i=0; ...)
for (int j=i; ...)
if (fun ptr(x[i], x[3j]))
.. //swap x[i] and x[7j]

Samueli

School of Engineering

sort2():

§

call sort™

label 55 W

§

call sort’

-
-
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.
.
o
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o
-
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o
.
o
o
-
o
o

label 55%

§

ret ..

call 17,R

o8

. ret 55

label 23 &7

N\

1E{):

y label 17

| 3

- ret 23

t{):
label 17

Control-Flow Integrity Principles, Implementations, and Applications,

Mart'in Abadi, et al. CCS'05
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p

Intel® Control-Flow Enforcement Technology (Intel CET)
 EEE R

INDIRECT BRANCH SHADOW STACK (SS)

TRACKING ( IBT ) SS delivers return address protection to defend against
return-oriented programming (ROP) attack methods.

IBT delivers indirect branch protection to defend against
jump/call oriented programming (JOP/COP) attack methods.

STACK

PROGRAM
IN MEMORY

endbranch

<main>:

movq $0x4004fb, -8(%rbp)

call *%rdx

retq

Intel CET will help prevent

Return 1
Return 2
attackers from jumping to

arbitrary addresses Intel CET will help block call if return
l addresses on both stacks don't match

\
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Shadow Stack Operation

Stack Shadow
Stack

SHADOW STACK

Param 1 Protected by new

Param 2 Return EIPn-1 memory access control
—>’ ;

= e SP after ret Different shadow stacks
ESP after call Return ElPn &k RERU =aen for each privilege level

SSP after call

Stack usage on near CALL

= Call = Return
— pushes return address on both — pops return address from both
stacks stacks
= No parameters passing on — Controlflow Protection (#CP)
shadow stack exception in case the two return

addresses don’t match

Keeps stack ABI intact — no changes to data stack layout

7 Compiler Architecture and Tools Conference (CATC) 2017 151415017 lntel
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ENDBRANCH

= New Instruction to mark legal

targets of indirect jumps Recompile
» Added by the compiler 000N\
<main>:
= Decodes as "NOP” on legacy  main0 ¢ T endbr64
processors f = foo; ’ 1;10vq $0x4004fb, -8 (%rbp)
. . . £0): mov -8 (%rbp) , %rdx
= An indirect jump to a target ) call  *%rdx
not marked by ENDBR e Y o
signals an exception )
<foo>:
-

dbré64
?n r 7

add rax, rbx Q

-

retq
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Main ldeas

e Control-flow integrity (CFl) — check all transitions and allow
only those that are valid.

® Two main questions:
o How to find/know all the valid transitions? (why)
o0 How to check and enforce this in runtime?
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Main ldeas

e Memory tagging — Augment every pointer with its tag. Only
legal instructions can update the tag!
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Main ldeas

e Memory tagging — Augment every pointer with its tag. Only
legal instructions can update the tag!

e Further expand this to every memory content — data, pointer,
and code
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ARM PAC

(a) Signing (b) Verifying
( Pointer ) ( PAC Pointer )
[ Context )—( Hash ) (' Hash )<—( Context )
G
( PAC Pointer )
17 an\_}, Bits (" valid Pointer )
Verifies
Before function call Before function return

pacia 1lr, sp
sub sp, sp, #0x40
str 1lr, [sp, #0x30]

ldr 1r, [sp, #0x30]
add sp, sp, #0x40
autia lr, sp

ret
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Challenges

e How to store tags! How to move them! How much is the
slowdown!?

e What MAC to use! What to do if they don’t match!?

e Does this always work!?
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Trusted Execution Environment
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TEE

® Why do we need them? ) § Secure World aka TEE

1. Taking isolation to

next level

Samueli
UCLA School of Engineering

App App

>
E - App App
Q
» |5 ,
g 8 g fa fa
o ol B [ More Apps... UJ [ More Appa...}]] .
g = TEE Isolation
z 9 and Access
2 Rich OS Rich OS Control
Hypervisor
\ S

Note that this is not just isolating activity on the application cores

TrustZone also isoclates the Secure World [TEE] from all the other bus masters

From
https://www.trustonic.com/technical-articles/what-is-a-trusted-execution-environment-tee/

ECE 209 - Spring 24
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Why we need more isolation!?

® larger the code, harder to remove bugs.
e Side channels.
e Different vendors/designers which we don’t trust.

® More sharing.
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TEE

-——

Data Owner's ErRemote Computer |
1 Computer 5 5
e Why do we need them!? § | Untrusted Software |
Computation Container E
: | Dispatcher : E :
i i Setup : :
' Setup :  Computation E E
— P Private Code :
Verfication | 4— STy “i|| Private Data ||
s { A s
f : t
%:f:t: Authors Manages
2. Remote computing Cﬁ?m—(ﬁ) B
Data Owner Software Infrastructure
Provider Owner

From SGX Explained.
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Why we need remote computing?

e We won’t trust software but hardware and cryptographic
methods.

® The trust issue is either due to bugs or just having a third-party
and/or regulations.
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TEE Trust Boundaries

Ring 3 App (')Atggr App Enclave App TrXSLed
------------------------------------------ e e e NN VM,
0S 0s os | S
0 B8 e s e
Hypervisor Hypervisor Hypervisor
Hardware CPU Intel SGX ARM TrustZone AMD SEV
(a) (b) (c) (d)

From Building Open Trusted Execution Environments
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Options

From CURE: A Security Architecture with
Customizable and Resilient Enclaves

Samueli
UCLA School of Engineering

Processor

Operating System (OS)

Trusted Software (TS)

L1 Cache MMU TLB

L2 Cache
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Processor EnCIaveA EnCIaveB

Operating Enclave Enclave
System (OS) Runtime Runtime

Trusted Software (TS)

Options

System Bus

L2 Cache

From CURE: A Security Architecture with
Customizable and Resilient Enclaves
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Options

From CURE: A Security Architecture with
Customizable and Resilient Enclaves

Samueli
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RISC-V Processor | Enclaveg Enclave,

Operating
System (0OS)

Firmware B0 hidsy)

(cacne] (] [7e)

—
L2Cache | | |

Peripherals
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Microarch

e How to architect a TEE?
® We are focusing on Keystone.

RocketTile RocketTile AXI
Master
Rocket (> PTW Rocket > PTW l
! v v ! v v AXI to
L1l L1D L1 L1D TL
v v v v
TileBus TileBus
—
FrontBus
v v v
SystemBus
L2 L2 ControlBus
Bank Bank 1 1 1 1
) v BootROM || PLIC || cLINT || Debug |-
MemoryBus v Unit |
PeripheryBus
l l JTAG
TL to AXI TL to AXI Other
¢ i Device
AXI AXI
Mem Slave



Tile1 Tile2

BOOM RoCC Rocket
L11$ L1I$
Accel. RoCC
1] Accel.
@ WI7 L1D$ FPUI I L1Ds )
L1toL2 Network
IR
* |
]

\iiitl Y I Felsitiy
Prrees. L2$ Bank Prarrie
L2tolO Network

TileLink/AX14
~——— Bridge -
AXl4 Crossbar
DRAM High- AHB & APB
Controller Speed Peripherals
IO Device

RocketTile RocketTile AXI
Master
Rocket (> PTW Rocket > PTW l
v Y v Y Y v AXI to
L1l L1D L1l L1D TL
) v ) v
TileBus TileBus
A | Core
B | Cach
i FrontBus
C | RoCC ! v v
D | Tie SystemBus
E [TlleLink l l l
1 L2 ControlBus
F | Periph. Bank Bank ¢ ¢ ¢ ¢
v v BootROM || PLIC || CLINT || Debug [
MemoryBus v Unit |«
PeripheryBus
l l JTAG
TL to AXI TL to AXI | | Other
¢ i Device
AXI AXI
Mem Slave 39



(U-mode) Apr App

e

Machine
(M-mode)

Trusted
Hardware

B Trusted
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How to protect memory!

Untrusted [L1SM [ Enclave B Enclave (Encrypted)

e L
i I I MEE #
DRAM [ ] i:

Baseline Cache On-Chip Software Hardware
Partitioning Enclave Encryption Encryption
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What are the challenges?

e First,is this really secure!?
o0 Not really, there are still many side channel attacks because TEE is not
truly isolated!
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What are the challenges?

e First,is this really secure!?
o0 Not really, there are still many side channel attacks because TEE is not
truly isolated!

® Second, how to balance performance and security!?
o Challenges: true isolation reduces utilization, parallelism, etc.
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What are the challenges?

e First,is this really secure!?
o0 Not really, there are still many side channel attacks because TEE is not
truly isolated!

® Second, how to balance performance and security!?
o Challenges: true isolation reduces utilization, parallelism, etc.

e Third, how to handle security for other components?
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Summary

® |n addition to hardware concerns, side channel, transient, and
faults, computing systems are vulnerable to software attacks due

to bugs in software.

® There are two main solutions for software vulnerabilities:
o Either fix them using a plethora of solutions (hardware, software, etc.)

o0 Or use TEEs to isolate the environment.
m TEEs have additional bonuses including remote computing and/or protection

against faults, side-channel, and/or transient attacks.
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End of Presentation
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