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C O U R S E  O V E R V I E W

S U M M A R Y

Introduction to computer security. Cryptography, including encryption, authentication,

hash functions, cryptographic protocols, and applications. Operating system security,

access control. Network security, firewalls, viruses, and worms. Software security,

defensive programming, and language-based security. Case studies from real-world

systems.

P R E R E Q U I S I T E S

CS 61C; CS 70 or MATH 55

W O R K L O A D

T I M E  C O M M I T M E N T

3 hours of lecture and 1 hour of discussion per week.
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